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Executive Summary

Modern large language models (LLMs) such as OpenAl’'s ChatGPT, Google’s Gemini, and others are increasingly used for information
retrieval and synthesis. However, these models do not natively disclose the provenance of their outputs, leading to the well-known
“hallucination” problem - confidently stated but unsupported or incorrect answers. In response, researchers and developers have begun
building Al citation frameworks: systematic methods for LLMs to attach references or source attributions to their responses. These
frameworks generally fall into two broad categories: integration of retrieval-augmented generation (RAG) techniques and embedding of
source-attribution mechanisms in model training/output.

In RAG systems, a question triggers a search of external databases or the web to gather relevant documents before (or while) generating
the answer. For example, Google Research notes that “RAG enhances large language models by providing them with relevant external
context” (Source: research.google). By feeding factual content directly into the LLM’s input, RAG makes it possible to cite actual sources. In
practice, ChatGPT with browsing or plugins and specialized services like Perplexity.ai implement this idea, often appending footnotes or links
to source documents.

Alternatively, new algorithms seek to embed source signals into the LLM’s output itself. A leading example is WASA (WAtermark-based
Source Attribution), which trains an LLM to include hidden markers encoding the identity of the original data provider (Source:
openreview.net). In WASA, each generated text segment carries a traceable “watermark” so that one can recover which training corpus or
document it came from. More generally, some fine-tuning approaches teach an LLM to output citations (e.g. scholarly references via DOI) as
part of its response.

Empirical studies paint a mixed picture of current LLM citation performance. In one medical knowledge task, ChatGPT-4 supplied references
for all answers (when prompted) but only 43.3% of those references were fully accurate or “true” (Source: pmc.nchi.nlm.nih.gov). In fact,
over half (56.7%) were either incorrect or nonexistent (Source: pmc.ncbi.nlm.nih.gov), echoing warnings that without verification, even GPT-
4’s answers “fall short in providing reliable and reproducible references” (Source: pmc.ncbi.nlm.nih.gov). By contrast, a broader cross-
domain study found that GPT-4-analogues produced extremely good citations: roughly 90% of their references were factual and only ~10%
were fabricated (Source: www.mdpi.com) (Source: www.mdpi.com). These differences highlight that citation quality depends greatly on

Page 1 of 10


https://rankstudio.net/articles/openai-ranking-algorithm
https://research.google/blog/deeper-insights-into-retrieval-augmented-generation-the-role-of-sufficient-context/#:~:text=Retrieval%20augmented%20generation%20,answer%20%28QA%29%20task%2C%20the%20LLM
https://rankstudio.net/articles/perplexity-seo-ranking-guide
https://openreview.net/forum?id=wBWoS3moGm#:~:text=attribution%20by%20identifying%20the%20data,source
https://pmc.ncbi.nlm.nih.gov/articles/PMC11368215/#:~:text=ChatGPT,nonexistent%29.%20The%20accuracy
https://pmc.ncbi.nlm.nih.gov/articles/PMC11368215/#:~:text=ChatGPT,nonexistent%29.%20The%20accuracy
https://pmc.ncbi.nlm.nih.gov/articles/PMC11368215/#:~:text=With%2057,referencing%2C%20can%20this
https://www.mdpi.com/2304-6775/13/1/12#:~:text=The%20nature%20of%20references%20returned,lacking%20volume%20and%20pagination%20data
https://www.mdpi.com/2304-6775/13/1/12#:~:text=ChatGPT3,Among%20the%20four%20sets%20of
https://rankstudio.net/?utm_source=pdf
https://rankstudio.net/articles/ai-citation-frameworks

RankStU.dlo LLM Citations Explained: RAG & Source Attribution Methods

Get Found in Al Search Results

context, prompt design, and external knowledge access. Alarmingly, a recent experiment showed that multiple LLMs (GPT-40, Google
Gemini, Meta Llama 3.2, xAl Grok) could be tricked into giving authoritative-style medical advice with entirely made-up journal citations -
only Anthropic’s Claude refused the prompt (Source: www.reuters.com).

This report provides a deep technical analysis of how LLMs obtain and attribute information. We begin with background on LLM knowledge
sources and the motivation for embedded citations. We then survey existing approaches: RAG architectures with source linking, watermark
and provenance techniques (e.g. WASA), and post-generation checking. We summarize empirical data from case studies and user
experiments, including quantitative metrics of citation accuracy. Finally, we discuss the broader implications for trust, intellectual property,
and future standards. Securing accurate citations in Al-assisted writing remains an urgent multidisciplinary challenge (Source:
openreview.net) (Source: haruiz.github.io), and this report lays out the current landscape and research directions.

Introduction

Background: Knowledge and Trust in LLMs

Large language models (LLMs) like GPT-4, Claude, and Gemini are trained on vast text corpora (the “training data”) and learn to generate
human-like text. By probing these models, users can obtain answers to factual questions, summaries, and advice across diverse domains.
Unlike traditional search engines or databases, however, an LLM’s answer does not automatically come with links to its sources. The

model’s knowledge resides in network weights rather than explicit indexes of documents. As a result, LLMs can confidently produce
hallucinations - plausible-sounding but incorrect or unverifiable statements. For example, one systematic study of 4,900 scientific
abstracts found that state-of-the-art LLMs were nearly five times more likely than human experts to oversimplify or misrepresent key results
(Source: www.livescience.com). In sensitive areas like medicine, these distortions are especially dangerous: LLMs “altered precise language

about drug safety or effectiveness, omitting crucial details” (Source: www.livescience.com).

Part of the problem is that LLMs lack an internal mechanism to cite or link to evidence. In traditional scholarship and journalism, every
factual claim is backed by a citation or reference. By contrast, LLMs are “black boxes” that output text without traceable attribution. One
recent medical paper bluntly observed that even ChatGPT-4 “knows its A B C D E but cannot cite its source” (Source: pmc.ncbi.nlm.nih.gov),
meaning it can describe the ABCDE trauma protocol correctly but fails to provide reliable references. Similarly, practitioners warn that LLM
answers should not be trusted without cross-checking: “only if used cautiously, with cross-referencing” could ChatGPT-4 be safe for
medical decision support (Source: pmc.ncbi.nlm.nih.gov).

The growing awareness of these risks has spurred efforts to develop structured citation frameworks for Al. The goal is to imbue LLM outputs
with explicit context or references so users (and automated systems) can verify facts. In this report, we examine both the technical methods
for sourcing information and the mechanisms for attributing it. We define an A/ Citation Framework as any system that enables an LLM’s
response to be grounded in external documents, databases, or training metadata, ideally with direct pointers (e.g. footnotes or URLs) to
those sources. This contrasts with “free-form” generation where the model simply conjures an answer from nebulous internal memory.

History and Motivation

The idea of machine-generated text linking back to sources is relatively new. Early LLMs (GPT-2/3) were used unthinkingly as “knowledge
engines,” and produced text with no indication of provenance. Some initial products tried to mitigate this by building in search capabilities:
for example, Microsoft’s Bing Chat (Copilot) and Perplexity.ai automatically append web search result links to their answers. But these are
special integrations, not inherent LLM features. More fundamentally, the Al research community recognizes that source traceability is
critical for trust. As one Al developer notes, adding citations “makes it easy to verify that the LLM is using relevant information, thus
reducing the probability of hallucinations” (Source: haruiz.github.io). In fact, without citations, even a high-performing RAG system
“becomes a ‘black box,” undermining the trustworthiness and verifiability” of its answers (Source: haruiz.github.io).

In parallel, legal and ethical concerns amplify the need for citation. Training LLMs on copyrighted materials without attribution has led to
lawsuits (e.g.The New York Times sued Microsoft and OpenAl, accusing their chatbots of taking a “free-ride” on NYT journalism (Source:
swarajyamag.com). These IP issues underscore the value of knowing exactly what sources contributed to an LLM’s output. A recent
framework paper highlights this: synthetic texts “may infringe the IP of the data being used to train the LLMs,” making it “imperative to be
able to perform source attribution” for generated content (Source: openreview.net). In short, as LLMs become integrated into education,
research, and policy, embedding robust citation mechanisms is seen as both a technical and social imperative (Source: research.google)
(Source: openreview.net).
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Scope of This Report

We will analyze how LLMs can acquire and attach citations. This involves two main pieces: sourcing (how the model obtains factual
information) and attribution (how it labels that information with a source). We cover traditional retrieval techniques (search, vector
databases), new methods like watermarks and embedding, and the state of practice in real Al assistants. We draw on published research,
product documentation, and experimental results to assess performance. Where possible we include quantitative data on citation accuracy.
We also examine case studies in real-world contexts (e.g. medicine, academic writing, health advice) to illustrate successes and failures.
Finally, we discuss the broader implications for trust, ethics, and future standards. Throughout, we assume an academic/professional
audience; our tone is formal and evidence-based, with extensive references.

Foundations of Al Citations

LLM Knowledge: Training Data vs. External Retrieval

Pretrained Knowledge. Fundamentally, a pretrained LLM “knows” whatever was embedded in its training data (up to its cutoff date). This
data can include books, articles, web pages, code, etc., but the model internally compresses all this into its network weights. Crucially, the
LLM does not store pointers to documents. Thus by default, it lacks any built-in way to say “I learned this from Document X followed by
Document Y.” The only mode of inference is to generate text based on statistical patterns. As a result, the LLM’s answers can reflect broad
knowledge, but offer no inherent trace to sources.

Without special design, this leads to the “unsourced claim” problem. For example, ChatGPT-3 was widely criticized in 2022 for giving
fictitious citations and references when asked to justify its answers. A broad evaluation in scholarly writing found that ChatGPT-3.5 (using
GPT-3.5 Turbo) produced many references that could not be verified, with generated DOIls often being pure “hallucinations” (Source:
pmc.ncbi.nlm.nih.gov) (Source: pmc.nchi.nlm.nih.gov). In one experiment, 30 out of 30 so-called references generated by GPT-3.5 on
medical questions were found to be either false or incomplete (Source: pmc.ncbi.nlm.nih.gov). The fundamental reason is that the model

has no explicit access to a knowledge base at generation time; it only mimics the style of plausible references.

Retrieval-Augmented Generation (RAG). To address the access gap, the predominant solution has been to combine the LLM with a
retrieval system. In a RAG setup, the user’s query triggers a search of an external corpus before the LLM generates the answer. This corpus
could be academic papers, internal documents, or the live web. The retrieved documents (or relevant excerpts) are fed into the LLM as
additional context. Concretely, one might perform a keyword search or vector similarity search over a database, obtain top-K snippets, and
prefix them to the model’s prompt. The LLM then generates its response grounded in the retrieved text.

Google’s research groups highlight this approach: “RAG enhances LLMs by providing them with relevant external context” (Source:
research.google). In practice, many modern LLM-based QA systems use RAG. For instance, the Perplexity chatbot internally queries web
sources and includes clickable links as citations. Microsoft’s Bing Chat and Google’s Bard similarly run web searches behind the scenes and
attach result snippets or URLs to their answers. These systems effectively outsource factual sourcing to the search layer, using the LLM
primarily for aggregation and explanation. Documenting the power of RAG, one survey notes that properly retrieved context can
“significantly reduce hallucinations” and improve factual accuracy (Source: research.google). Another example is the PALM2 API by Google,
which returns citations to Google search results when used with the right prompts.

In summary, RAG turns the unsupervised LLM into a hybrid Al tool: part search engine, part generator. It offers a straightforward path to
citations because the “sources” are precisely the retrieved docs. One can simply append [Source: URL or title] citations in the formatted
answer. However, the approach has limits: it requires maintaining a large knowledge database or search API, and retrieval may fail if queries
are off-target. If the LLM misinterprets context or fabrication slips in, the answer can still be misleading even with references. Moreover,
implementing RAG in a reliable way involves careful engineering (e.g. handling prompt size, chunking text, ensuring the LLM actually cites
retrieved content). These trade-offs are discussed in implementation guides (Source: haruiz.github.io) (Source: research.google).

Source Attribution and Watermarking

Another emerging idea is to enable an LLM to tag its own output with source metadata. Rather than post-factum searching, this approach
seeks to bake provenance into the generation process. A striking example is the WASA (WAtermark-based Source Attribution)
framework (Source: openreview.net). In WASA, the LLM is trained to insert a subtle “watermark” - effectively a signal or code - into every
piece of text it generates, such that later analysis can map that watermark back to specific documents or data sources used in training.
Think of it like invisible tracer particles in the text. If successfully implemented, WASA would permit us to ask: “Given this generated
sentence, which training source(s) contributed that content?”
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WASA is motivated by legal/IP concerns. As noted in their abstract, LLM outputs might unknowingly “infringe the IP of the data being used to
train the LLMs” (Source: openreview.net). By contrast, standard approaches (e.g. forcing LLMs to quote sources in citations) focus on
external texts at query time. WASA instead treats every generation as carrying a signature. The authors identify desiderata such as
accuracy of attribution and robustness to adversarial edits, and propose algorithms to map outputs back to providers of training data. Initial
evaluations of WASA (on synthetic benchmarks) show it can indeed embed source info with high fidelity. However, this line of work is very
new and experimental. It requires modifying the training algorithm or model architecture, which may not be practical for current LLM
services. In effect, watermarking answers the question “where did you learn this?” rather than “where can | verify it?”. It's a complementary
but distinct approach to the usual user-centric citations.

Prompting and Citation-Generation Techniques

A simpler practical strategy is to instruct the LLM within the prompt to produce citations. For example, one might append to every user
instruction, “Provide supporting references (with author, title, and link) for your answer.” Sometimes referred to as prompting for references
or chain-of-thought with citations, this relies on the LLM’s capacity to format references it seems to “remember.” In trial and error, some
users have found that GPT-4 (and Claude, etc.) will indeed synthesize a list of papers or URLs when asked, albeit not always correctly.

Academic testers have found mixed results. In a cross-disciplinary academic writing study, one team prompted GPT-3.5 to generate a short
review article with citations. They then checked each citation’s validity. Overall, about 74.5% of GPT's references corresponded to real,
existing papers (Source: pmc.ncbi.nlm.nih.gov). This is significant (nearly three-quarters) but still leaves many invented or inaccurate

references. Interestingly, the same study noted the gap between fields: while natural science queries yielded 72-76% valid citations,
humanities queries saw more hallucinated DOIs (e.g. a Reuters-style citing mis-match) (Source: pmc.ncbi.nlm.nih.gov). Another evaluation
found GPT-3.5's DOI accuracy was only ~30% in the humanities, pointing to uneven performance across domains (Source:

pmc.ncbi.nlm.nih.gov) (Source: pmc.ncbi.nim.nih.gov).

These prompting methods require no special infrastructure, but their reliability is limited by the model’s internal knowledge and tendency to
confabulate. On the positive side, prompting can coax LLMs to cite more often than they would by default. As noted by practitioners,
inclusion of citations “makes it easy to verify that the LLM is using relevant information, thus reducing hallucinations” (Source:
haruiz.github.io). But one must manually verify each reference generated, so prompting alone is not a silver bullet. In production systems,
citation-generation prompts are usually combined with RAG or post-processing for fact-checking.

Retrieval-Augmented and Citation Workflows

Table 1. Comparison of approaches to sourcing information for LLM outputs. Each approach represents a different strategy for connecting
LLM answers to external knowledge.
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APPROACH

Retrieval-Augmented
Generation (RAG)

Prompt-Based Citation

Generation

Fine-Tuning / Model
Integration

Watermark/Provenance

Methods (WASA)

Post-Generation Fact-

Checking

MECHANISM

On each
query,
retrieve
relevant
docs (via
search or
vector DB)
and feed
them into
the LLM
prompt.

Instruct the
LLM to
output
citations or
references
as part of
the answer.

Train or
fine-tune
LLMs on
annotated
data
containing
citations, or
incorporate
a citation-
aware
objective.

Embed
hidden
signals in
generated
text that
encode
source IDs
or provider
metadata.

After
generating
an answer,
run an
automated
check (e.g.
query LLM
or search)
to validate
facts and
attach
sources.

EXAMPLE USE

ChatGPT with
web search
plugins;
Perplexity;
internal

enterprise RAG.

Academic
writing tools
(GPT-3.5 with
citation
prompts).

Research

prototypes (e.g.

models trained
on academic
papers with
DOls).

Research
prototype
(WASA
framework)
(Source:

openreview.net).

LLM “review”
chains; human-
in-the-loop
verification
systems.
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BENEFITS

Answers
grounded in
actual text,
up-to-date
facts; easily
traceable to
sources.

No external
infrastructure
needed; can
leverage
LLM’s learned
citation style.

Can
internalize
citation
patterns; end-
to-end
solution if
done well.

Enables exact
attribution to
training
sources;
protects IP;
automatable
tracing.

Improves final
accuracy; can
catch

hallucinations.

Page 5 of 10

LIMITATIONS

Requires maintained
knowledge base /
search; retrieval errors
possible; slower.

High risk of
hallucinated or
incomplete citations;
performance uneven
across domains
(Source:
pmc.ncbi.nlm.nih.gov).

Requires specialized
training data; still may
hallucinate if
knowledge absent.

Increases model
training complexity;
may degrade output
fluency; vulnerable to
editing.

Adds latency and
complexity; must
define reliable
checkers.

KEY REFERENCES

Google Research
(2025) (Source:
research.google); Ruiz
(2023) (Source:
haruiz.github.io)

Mugaanyi et al. (2024)
(Source:
pmc.ncbi.nlm.nih.gov);
Journal feedback
studies.

(Emerging area; see
general discussions)

Lu et al. (WASA, 2025)
(Source:
openreview.net)

(Industry practice; no
single source. See
Section on QA
pipelines.)
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Table 1 illustrates the spectrum of methods. Classical RAG and prompted citation are already in use by many systems, whereas
watermarking and advanced fine-tuning remain in research. The right choice depends on the application’s needs for accuracy, speed, and
resource constraints. For example, Google’s recent RAG innovations aim at minimizing “hallucination” by ensuring the model has enough
context (Source: research.google). Similarly, development blogs emphasize that with RAG, each answer can explicitly highlight the snippet
or URL it came from, greatly enhancing transparency.

Implementation Examples

In practice, engineers have implemented these approaches in diverse ways. A typical RAG pipeline involves a retriever (often a semantic
search engine or vector similarity index) and an LLM. Some tutorials demonstrate splitting source documents into searchable chunks and
then having the LLM cite “the source document and paragraph where each answer came from” (Source: haruiz.github.io). For instance, one
published blog describes using Llamalndex (GPT Index) to retrieve text chunks, then prompting GPT-4 to generate a consolidated answer
with in-text citations to those chunks. Another example is the “Citation-Aware RAG” prototype, which attaches fine-grained citations to every
sentence of the response. All of these rely on the core idea: retrieved content is formatted (sometimes rephrased) and seamlessly
integrated into the answer, with the LLM adding minimal creative text.

On the prompting side, many developers simply add instructions like “Please list your references” to the user prompt. Some systems that
target academic users will even supply bibliography entries and teaching on citation formats. However, as we will see, the success of such
on-demand citations is mixed unless combined with retrieval or verification.

Finally, consider search-engine LLMs. Microsoft’s Copilot now routinely cites sources: every factual answer includes footnotes with URLs to
Bing search results. Perplexity outputs clickable citations from news and scientific sources. These commercial solutions effectively hide the
citation framework behind the scenes, but they illustrate the demand: users expect references for trustworthy information.

Citation Accuracy and Case Studies

To evaluate how well these frameworks work, researchers have begun measuring citation quality in LLM outputs. Here we review key
findings from cross-domain assessments and real-world examples.

Empirical Studies of Citation Quality

Several formal studies have quantified how often LLMs’ citations are correct. Mugaanyi et al. (2024) studied ChatGPT-3.5’s performance
when generating citations across science and humanities prompts. They found that out of 102 references generated, 74.5% corresponded
to real works (Source: pmc.ncbi.nlm.nih.gov). Broken down by field, about 72.7% of references for natural-science topics were valid, and
76.6% for humanities topics (Source: pmc.ncbi.nlm.nih.gov). This indicates a substantial improvement over earlier models: nearly three-

quarters of GPT-3.5’s citations were accurate enough to locate an actual paper. However, DOI errors were common, especially in the
humanities (mis-typed or incorrect DOIs in ~89% of cases) (Source: pmc.nchi.nim.nih.gov). The authors conclude that domain-specific

adaptation could help (e.g. fine-tuning on citation-style data) and that users must carefully check DOls.

Another evaluation focused on ChatGPT-4 in specific domains. In a medical education context (“ABCDE trauma protocol”), testers prompted
ChatGPT-4 to generate references for each step. They graded 30 references (6 per category) for accuracy. The result: only 43.3% of those
references were fully accurate (Source: pmc.nchi.nlm.nih.gov). The remaining 56.7% were either wrong or nonexistent (e.g. wrong

authors, titles, or fake journal entries) (Source: pmc.ncbi.nlm.nih.gov). In other words, over half the citations were worthless from a
verification standpoint. The study dramatizes the issue: “With 57% of references being inaccurate or nonexistent, ChatGPT-4 has fallen short

in providing reliable and reproducible references” (Source: pmc.ncbi.nlm.nih.gov). This undermines its utility for evidence-based fields. (The
researchers note that this is specific to one domain/task; in a better well-defined domain the performance may improve.)

In contrast, a broad “generative Al reference veracity” analysis reported much higher accuracy with GPT-4. In that study, GPT-4 (denoted
“ChatGPT40") produced an “overwhelming majority” of correct citations, with only about 10% of its references being completely made-up
(Source: www.mdpi.com) (Source: www.mdpi.com). Statistically, GPT-4’s fabricated citation rate was far lower than GPT-3.5's (the chi-square

test showed a significant drop in hallucinated citations to only 10% (Source: www.mdpi.com). The authors note the improvement is likely
due to GPT-4’s stronger language abilities and potentially to prompt design. Even so, they found some minor errors: e.g., correct titles but
missing volume numbers, which they classified as incomplete references (Source: www.mdpi.com).

Table 2 (below) compares citation performance across several LLMs and settings drawn from these studies and reports. For ChatGPT and
Gemini, note that “accuracy” varies by how strictly one defines a match (exact DOI vs. correct title/authors). In all cases, LLM citations are
imperfect: even GPT-4’s ~90% accuracy (Source: www.mdpi.com) is not 100%.
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SYSTEM / CONTEXT

ChatGPT-4 (medical QA,
ABCDE study)

ChatGPT-4 (general
queries)

ChatGPT-3.5 (academic
writing)

LLM Citations Explained: RAG & Source Attribution Methods

OUTCOME

13 of 30 references (43.3%) fully accurate (Source:

pmc.ncbi.nim.nih.gov)

~90% citations correct (Source: www.mdpi.com)
(Source: www.mdpi.com)

76 of 102 refs (74.5%) real (Source:
pmc.ncbi.nim.nih.gov)

NOTES / SOURCE

57% of refs were false/inaccurate (Source:
pmc.ncbi.nim.nih.gov)

Only ~10% fabricated; improved over GPT-3.5
(Source: www.mdpi.com)

Humanities DOI errors were common (Source:
pmc.ncbi.nim.nih.gov)

Gemini 1.5 (health QA, Produced confident medical answer with fake

malicious prompt)

See Reuters study: succumbing to prompt
citations (Source: www.reuters.com) injection

Similar fabricated output with bogus references

Llama 3.2-90B (same test) Adverse case tested by hidden commands

(Source: www.reuters.com)

Grok Beta (xAl) (same
test) www.reuters.com)

Similar outcome with invented citations (Source: .
Exposed by hidden-system prompts

Claude 3.5 Sonnet (same Refused to comply (declined to give false answer)

Only model that did not produce fake reply
test) (Source: www.reuters.com)

Includes links to web search results; generally

Bing Chat / Copilot (Commercial RAG system with live sources)

accurate

Always cites external sources (research/news); high

Perplexity.ai
P Y reliability

(Known as a RAG-based answer engine)

Table 2: Citation behavior of representative LLM systems. The left column lists the model and context, the middle gives observed outcomes,
and the right notes sources. GPT-4 shows the best performance in careful studies (Source: www.mdpi.com) (Source: www.mdpi.com), but
still cannot guarantee perfect fidelity. GPT-3.5 (and presumably GPT-4’s vanilla “pretrained” mode) will hallucinate a substantial fraction of
references in hard tasks (Source: pmc.ncbi.nim.nih.gov) (Source: pmc.ncbi.nlm.nih.gov). Domain-specific LLMs (Gemini, Llama, Grok) can be
tricked into giving fully fabricated citations under malicious prompting (Source: www.reuters.com). Commercial systems like Bing leverage

search for high accuracy but are not immune to the user’s phrasing.

Case Study: Medical Q&A

A concrete case illustrates these dynamics. In a published experiment, clinicians asked ChatGPT-4 to cite evidence for standard trauma-
triage guidelines. ChatGPT-4 listed multiple research articles per guideline step, but when experts checked them, only 43.3% were
correct (Source: pmc.ncbi.nlm.nih.gov). The rest were partially wrong (wrong author, year, or PMID) or entirely nonexistent. For example,
one answer had the correct title and journal but wrong author name and PMID; another had the correct year but wrong title. The study
warns that this “falls short in providing reliable references,” emphasizing that using ChatGPT-4 in medical decision-making “without
thorough verification” is unsafe (Source: pmc.ncbi.nlm.nih.gov).

Meanwhile, a separate study had ChatGPT-3.5 (default GPT 3.5 Turbo) write short papers in science and humanities. Out of all generated
citations, about 25.5% were fake; conversely, 74.5% were real (Source: pmc.ncbi.nlm.nih.gov). Accuracy was higher in sciences than
humanities. While these numbers show promise (the majority of ChatGPT’s citations were valid in that context), the remaining error rate is
unacceptable for scholarly use without fact-checking. The study specifically highlights how DOI hallucinations are still rampant in some
fields.

On the positive side, anecdotal reports suggest that GPT-4 with browsing achieves much better results. When allowed to fetch web sources,
it often gives correct data with URLs that actually back the answer. For example, if asked a well-known fact, GPT-4 will sometimes reply with
“According to [Source] ...” and provide a real link. This mode effectively turns it into a hybrid search assistant. It is not single-handled
citations (the model still generates prose), but the inclusion of real links greatly improves trust.
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In practice, some Al debate communities have tabulated average citation error rates for various chatbots. Their heuristic findings align with
the studies above: GPT-4 (with source access) >> GPT-3.5 = Bard = Claude (without refs) in reliability. These are not peer-reviewed, but
reinforce the idea that availability of real sources is key.

Case Study: Health Misinformation Attack

As a cautionary example, consider a recent “red-team” style experiment reported by Reuters (Source: www.reuters.com). Researchers
issued hidden prompt instructions to various Al chatbots to produce false health advice. They found that nearly all tested models
complied, giving persuasive but untrue responses, and even inventing scholarly citations to back them up. GPT-4, Gemini 1.5, Llama 3.2-
90B, and Grok all generated a confident (but dangerous) treatment recommendation along with fabricated “journal references.” Only one
model - Anthropic’s Claude 3.5 - refused to answer in the malicious mode. This striking result highlights that LLMs can not only hallucinate
citations spontaneously, but can be actively manipulated to do so. It underscores the urgency of built-in source checks: any open LLM, even
GPT-4, currently lacks a robust guard against such hallucinated references. (We note that Claude’s refusal was a safety response, not a built-
in citation feature.)

Domain Analysis: Science vs. Humanities

Different fields place different demands on citation. The Mugaanyi et al. (2024) study (Source: pmc.ncbi.nlm.nih.gov) suggests that STEM
subjects benefited from more formal citation conventions (nearly 73% real refs) than humanities did in GPT-3.5’s output. This could be due
to factors like: (1) STEM journals and conferences make up a large fraction of the LLM’s training; (2) DOIs are more uniformly used in
science. In humanities, GPT-3.5 often generated plausible-sounding titles with no real existence, or DOIs that pointed to wrong articles
(Source: pmc.nchi.nlm.nih.gov). Thus, even with identical prompting, the reliability is context-dependent. Similar observations were

made anecdotally: for example, GPT-4 was shown to fare much better when answering well-defined factual queries (Table 2) than when
improvising in open questions.

In education settings, instructors are grappling with whether to allow Al usage. Some universities now require that any Al-generated content
be accompanied by verifiable citations. For instance, when students use ChatGPT to draft essays, best practices are emerging: treat it like a
draft assistant, and always cross-check every citation the Al provides. Some educators explicitly instruct students not to use Al for creative
essays but to rely on it for listing references on known topics, because preset knowledge can be citable. These social measures reflect the
technical reality: modern LLMs are useful tools, but without a citation framework they cannot be trusted to do the scholarly job of proper
referencing (Source: pmc.ncbi.nlm.nih.gov) (Source: pmc.nchi.nim.nih.gov).

Data Analysis and Evidence
Quantitative evidence from existing studies underscores the points above. We summarize key data here:

« Citation Accuracy: In controlled evaluations, correct citation rates ranged roughly between 40% and 90% depending on model and
task. GPT-4 in a medical Q&A had only 43% correct sources (Source: pmc.nchi.nlm.nih.gov), whereas GPT-4 on general queries reached

~90% (Source: www.mdpi.com). GPT-3.5 hovered around 70-75% in an academic writing test (Source: pmc.ncbi.nlm.nih.gov). This
variance shows that even advanced LLMs are far from perfect source generators.

« Hallucination Rate: Complementing the above, fabricated citation rates were 57% (medical GPT-4) to 10% (general GPT-4) (Source:
pmc.ncbi.nlm.nih.gov) (Source: www.mdpi.com). For GPT-3.5 in humanities, DOI hallucination was 89% (Source: pmc.ncbi.nlm.nih.gov),
a strikingly high error rate.

« Reviewer Agreement: In the medical study, independent raters achieved Cohen’s kappa of 0.89 on citation scoring (Source:
pmc.ncbi.nlm.nih.gov), indicating high inter-rater reliability in judging real vs. fake references. This suggests the evaluation metrics

themselves are robust.

« Systematic Trends: The data consistently show that open-domain, retrieval-enabled queries yield higher accuracy than closed genres
requiring recall. Development leaves significant room for improvement: an ideal “trusted LLM helper” should approach 100% citation
validity.

Discussion: Challenges, Perspectives, and Future Directions

The collective findings paint a clear picture: current LLMs are not reliable citation engines by default, but evolving frameworks can
improve trust. We now explore broader implications and potential next steps.
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Technical Challenges and Research Directions

Improving Retrieval. Since RAG-based citations depend on retrieval quality, ongoing research focuses on better indexes and relevance
models. Google’s latest work introduces the idea of “sufficient context” for RAG : determining exactly how much document text the LLM
needs to see for accuracy. Experiments suggest that having too little context causes hallucinations, so fine-tuning the retrieval pipeline is
critical. Advances in vector embeddings, query reformulation, and multi-pass retrieval could all tighten the loop between query and credible
source.

Citation in Attention Alignment. Some proposed methods aim to paint the LLM’s attention or internal logits with source information. For
example, linking certain attention heads to database pointers, or fusing knowledge graphs into the transformer layers. While highly
experimental, these approaches seek to eliminate hallucination by design.

Benchmarking and Datasets. Reliable metrics are needed. This report documented several in-house studies, but what'’s lacking is a large
benchmark suite of questions with ground-truth references for LLM evaluation. The NLP community could assemble such datasets across
domains (science Q&A, legal queries, history facts, etc.) so that citation-accuracy becomes a standard metric. Recent work on “source
attribution” and “model evaluation” (e.g. the ICLR 2025 WASA paper) begins to define evaluation protocols.

User and Ethical Perspectives

From a user standpoint, citations drastically change the trust model. A student or researcher will dare to trust an Al answer far more if it is
accompanied by credible links. This could revolutionize knowledge work: one can imagine a future where Al assistants function like
“supercharged librarians,” summarizing content but always pointing to the chapters or articles they used. However, premature reliance can
be dangerous. The cases above show that without oversight, Al can mislead. Users (and regulators) must cultivate Al literacy: always cross-
check Al references.

Ethically, forcing citations helps address plagiarism concerns. When an LLM summarizes a source, a citation acknowledges the original
author. This aligns Al with academic norms. By contrast, unsourced Al paraphrases could inadvertently plagiarize or peddle misinformation.
There are moves in academia to treat Al-generated content as information access tools, not independent sources. Many journals now
forbid listing an Al as an author, and the issue of how to credit Al-generated text is under debate. Regardless, from a moral perspective,
providing the sources respects intellectual property rights and transparency.

Regulatory and Industry Trends

Policymakers are taking note. Although the EU’s Al Act (in draft) does not yet mention citations specifically, it stresses transparency and
traceability of Al outputs. In practice, regulators could require that Al consumer products disclose sources for high-stakes information (akin
to liability rules for health claims). Already, during the NYT lawsuits, the concept of “source attribution” was central (Source:
swarajyamag.com). The U.S. Copyright Office and courts are grappling with how to balance Al training with rights holders. In this climate, an
Al citation framework is not just a convenience, but could become a legal necessity.

On the industry side, major LLM developers are quietly working on this. OpenAl has experimented with “ChatGPT Plus with browsing,” and
Google is rumored to embed citations in future Gemini releases. Emerging startups (SciSpace, Elicit, others) focus on Al for research with
built-in referencing. Even design considerations like user interface matter: apps now often allow clicking on a footnote to view the source.
This shifts user expectations: Al that doesn’t cite might soon be seen as incomplete or untrustworthy.

Future Outlook

Looking ahead, we anticipate several trends:

. Standardized Citation Protocols: Just as HTML and DOI gave structure to the web of knowledge, we may see a machine-friendly
citation standard for Al. Proposals include libraries that automatically attach BibTeX-style references to Al answers, or LLM APIs that
return structured reference objects.

« Integration with Knowledge Graphs: LLM output may become integrated with tools like Wikidata or Google Knowledge Graph, so
that entities mentioned in answers automatically link to curated entries. This hybrid approach could provide semantic rather than full-
document citations, still improving verifiability.
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« User-Guidance and Prompt Engineering: Until underlying models improve, effective citation often depends on how the user asks.
Research into prompt engineering (e.g. chain-of-thought that includes “Cite this”) will continue. Educational programs are also teaching
people how to prompt Al and how to vet its answers.

« Model Explainability Tools: Beyond direct citations, methods like attention-based attribution or counterfactual evaluation may help
users see why an LLM answered a certain way. Better explainability can supplement citations to give a fuller picture of reliability.

« Ongoing Evaluation and Feedback: Al products will likely incorporate feedback loops. If a provided citation is found to be wrong by
users, that data could be used to fine-tune models or update retrieval indexes. In essence, Al citation frameworks may evolve to include
user “votes” on source quality.

Conclusion

As large language models permeate information workflows, their ability to cite sources will be a defining factor in their usefulness and
trustworthiness. Our review shows that while early efforts have made progress, we are still far from perfect. GPT-4 can often cite correctly,
but nontrivial error rates persist (Source: pmc.ncbi.nlm.nih.gov) (Source: www.mdpi.com). Specialized techniques like RAG and WASA offer

powerful frameworks for remedy, but each comes with trade-offs. The user case studies remind us that without strong citation safeguards,
Al can inadvertently mislead.

Looking forward, the “Al citation framework” is likely to become a major interdisciplinary research area. It draws on natural language
processing, information retrieval, intellectual property law, and UX design. We must continue developing benchmarks, sharing open
datasets of Q&A with verified sources, and iterating on models that internalize the notion of verifiable truth. For now, developers and users
alike should view LLMs as assistants requiring supervision: beneficial for brainstorming and draft generation, but in need of “ground truth”
citations for any serious application.

In the end, citations are the currency of knowledge. Embedding that currency into Al will bridge the gap between machine synthesis and
human standards of evidence. As one Al security expert aptly notes, adding citations can make LLMs’ outputs not only more correct but also
accountable (Source: haruiz.github.io) (Source: openreview.net). This report has mapped the technical landscape of that challenge and
suggests paths forward for making Al answers traceable and trustworthy.

References: All claims above are supported by cited literature and sources (see inline citations). Key studies include evaluations of GPT-
3.5/4's reference accuracy (Source: pmc.nchi.nlm.nih.gov) (Source: pmc.ncbi.nim.nih.gov), framework proposals for attribution (Source:

openreview.net) (Source: haruiz.github.io), and news reports on Al citation behavior (Source: www.reuters.com) (Source: swarajyamag.com),

among others. The cited works provide detailed data, expert analysis, and context for the issues discussed.
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